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New Banking E-Mail Scam Hitting Colorado 

In the last two weeks, the Weld County District Attorney’s Office has received several complaints 
about fraudulent e-mails that appear to be from banks that are actually an attempt to steal your per-
sonal information. 

The e-mails, which appear to be from well-known banks or credit unions, create a sense of urgency by 
stating that your account has been “limited” or otherwise compromised. The messages ask you to 
click on a link, where you are asked to enter personal information or bank account numbers. This is a 
scam! Often, these messages contain misspelled words or incorrect grammar.  

The messages may contain official bank logos or appear to come from e-mail accounts with the 
bank’s name in the address.  

If you receive a notice from your bank, do not click on any links. Instead, call your bank using the 
phone number printed on your official statements and ask if there is a problem. Do not call any num-
bers listed on the e-mail. 

If you believe the e-mail is fraudulent, you may report it to the National Fraud Information Center, by 
calling 1-800-876-7060. Here are pictures of what some of the scam e-mails look like: 

Immediately report to your local police agency if you think you are a victim of crime. 

To view other Fraud Alerts, go to www.weldda.com.  


